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Research of T_RBAC-based Access Control in CSCW System
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Abstract: Based on TBAC and RBAC, this article synthesized advantages of both and proposed one kind of new
model, namely T_RBAC-Based CSCW System Access Control Model. The model continues to use RBAC as the sys-
tem overall structure and adds the concept of task in original RBAC. After connecting role and task, permission and
task, it realizes the dynamic management authority by the method of the task. Introduced the exterior state of the

work flow to the access control model to work with the internal state of the task, the model controls the assignment

of task permission’s it meet the joint work characteristic of the CSCW system.
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Bool Authorization(userID, taskID, roleID)

{ .
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time= getLifeCycle(taskID) ;

checkCondition= getRestrictCondition(taskID) ;
//ABZHFBENACEGREHMEARKR
Bool isFill

isFill=checkCondition(userID, roleID, heckCondition) ;
if GisFill==true)

{

/1 BRBUEAE 55 ) e/ DAL FR
minPermission=getTaskPermission(taskID) ;

/[ BIE B P B SRS AR RLBUR
ActivePermission (roleID, userID, minPermission) ;
/B SES LAY

StartLifeCycle(lifetime, rolelD, taskID) ;

return true;

}

else

return false;

}

4 LRIE

ASCAY BT VAT T BT A 6 00 Ul i A A
(RBAC) M TAE S BT R E HIE R (TBAC) , 45 &
X PRI 5, 328 T2 F T_RBAC iy CSCW
RGE A B IR, %A RKE AR AR 4Tk AL B
1245 LA K B RARHIE T B/ MERUR N 3 % TAERAR
SMERRASSIA BT BRI E S, 525 MR ER
SHFEER, BHEESFRMAE, HE T CSCW
ARG R TR, i RELRETE RS
B IEB T AR AL B AT AT

Sk

[17] Roshan K,Sandhu R S. Conceptual foundations for a model
of task — based authorizations[ C]// Proceedings of IEEE
Computer Security Foundations Workshop (CSFW) 1994,
Franconia, NH,USA; IEEE, 1994.66—79.

[2] Ferraiolo D, Kuhn R. Role—based access controls[ C]//
Proceedings of the 15th NIST_NCSC National Computer
Security Conference, Baltimore, Maryland: NIST — NC-
SS, 1992:554—563.

[3] Barkley J F,Cincotta A V, Ferraiolo D F, et al. Role—
based access control for the World Wide Web[ C]//20th
National Information System Security Conference, Balti-
more, MD.NIST/NSA. 1997,

(4] BFRE D, BRbRIL, 5. B TE 5 M 07 )5 f 5
WRAVE BRI (] ], THE DU A 5 84, 2008, 25(7)
51—52.

(5] gk, Sk &. Rl AEEERETET A GRME
Sy BT L. BN RIS, 2008,25(12)
3575—3577.

EEEN:

REW L1986 ), BULBIRAE. BT 8 B
S,

8w 55,0979, BB R M AKARXRE. +
SR



